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"Hafnium": What the Data Protection Authorities are Saying 

about Notification and Communication Requirements under 

the GDPR  

An overview by Dr. Carlo Piltz and Stefan Hessel 

 

With the discovery of multiple critical vulnerabilities in Microsoft Exchange servers, several data protection 

authorities have pointed out notification and communication requirements in accordance with the GDPR. This 

overview of the various views which have been expressed is meant to assist controllers and processors in their 

legal assessment of the vulnerabilities.  

Federal State Source Statement by the data protection authority 

Baden-

Württemberg 

Press release of 10 March 

2021: "Active exploitation of 

Microsoft Exchange 

vulnerability" 

"If a check of the systems finds that the vulnerability is 

being exploited, a duty to notify the supervisory authority is 

generally to be assumed. Only in atypical cases will there be 

no risk to the rights and freedoms of data subjects (cf. 

Article 33(1) of the GDPR). The decision to dispense with a 

notification should be documented, citing grounds." 

Hamburg Notice of 10 March 2021: 

"Vulnerability in Microsoft 

Exchange Servers" 

"If a data leak is found, a data breach must be reported to 

the competent data protection authority. There may also be 

a duty to notify the data subjects in such a case." 

Mecklenburg-

Lower 

Pomerania 

Press release of 10 March 

2021: "Critical security 

vulnerabilities in Microsoft 

Exchange Servers" 

"If the checks find that any systems are compromised, Heinz 

Müller expressly points out that this would result, at the 

very least, in a duty for the controller to notify the authority, 

pursuant to Article 33(1) of the GDPR (also see "Additional 

links"). Whether the case also involves a high risk to data 

subjects, so that they would have to be notified as well in 

accordance with Article 34 of the GDPR, ultimately 

depends on the circumstances of the individual case. This 

question would require individual examination by the 

company's data protection officer." 

http://www.reuschlaw.de/
https://www.baden-wuerttemberg.datenschutz.de/aktive-ausnutzung-der-microsoft-exchange-schwachstelle/
https://www.baden-wuerttemberg.datenschutz.de/aktive-ausnutzung-der-microsoft-exchange-schwachstelle/
https://www.baden-wuerttemberg.datenschutz.de/aktive-ausnutzung-der-microsoft-exchange-schwachstelle/
https://datenschutz-hamburg.de/pages/microsoft-exchange/
https://datenschutz-hamburg.de/pages/microsoft-exchange/
https://www.datenschutz-mv.de/presse/?id=168262&processor=processor.sa.pressemitteilung
https://www.datenschutz-mv.de/presse/?id=168262&processor=processor.sa.pressemitteilung
https://www.datenschutz-mv.de/presse/?id=168262&processor=processor.sa.pressemitteilung
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Lower Saxony Notice of 10 March 2021: 

"Notification required for 

compromised Exchange 

Server" 

"The Data Protection Authority of Lower Saxony assumes 

that notification pursuant to Article 33 of the GDPR is 

required in each case if the Exchange server is compromised 

or if an update is not installed in a timely manner. […] In the 

event that a server is compromised, it is also necessary to 

determine whether the data subjects must be notified as to 

the breach of their personal data in accordance with Article 

34 of the GDPR." 

Rhineland-

Palatinate 

Press release of 11 March 

2021: "Multiple data breaches 

reported in Rhineland-

Palatinate due to security 

vulnerability in Microsoft 

Exchange Servers" 

"If unauthorized persons receive access to personal data, 

such an incident would require notification in terms of 

Article 33 of the General Data Protection Regulation. […] If 

your system is not compromised and you have no 

information about any unauthorized access or leaks of 

personal data, notification of the RLP DPC is not required. If 

the incident involves sensitive personal data in terms of 

Article 9 of the GDPR, we would point out that the 

controller is required to notify the data subjects without 

undue delay in accordance with Article 34 of the GDPR." 

Bavaria 

(Bavarian Data 

Protection 

Authority) 

Practical aid of 12 March 

2021: "Exchange Security 

Check & Incident Response" 

"The following cases (A through F) are material with respect 

to personal data: 

• No notification requirement in accordance with 

Article 33 of the GDPR  

A) The Exchange server was vulnerable but 

extensive analysis rules out the possibility that 

the server was compromised. In this case, there 

is no data breach which would require 

notification, since there is a sufficient 

probability that the vulnerability was not 

exploited (cf. Article 4 No. 12 of the GDPR). 

B) Although the server was compromised, the 

possibility that personal data may have been 

affected has been ruled out. Accordingly, there 

http://www.reuschlaw.de/
https://lfd.niedersachsen.de/startseite/themen/wirtschaft/kompromittierte-exchange-server-meldepflichtig-198287.html
https://lfd.niedersachsen.de/startseite/themen/wirtschaft/kompromittierte-exchange-server-meldepflichtig-198287.html
https://lfd.niedersachsen.de/startseite/themen/wirtschaft/kompromittierte-exchange-server-meldepflichtig-198287.html
https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/vermehrte-datenpannen-meldungen-in-rheinland-pfalz-wegen-sicherheitsluecke-auf-microsoft-exchange-ser/
https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/vermehrte-datenpannen-meldungen-in-rheinland-pfalz-wegen-sicherheitsluecke-auf-microsoft-exchange-ser/
https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/vermehrte-datenpannen-meldungen-in-rheinland-pfalz-wegen-sicherheitsluecke-auf-microsoft-exchange-ser/
https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/vermehrte-datenpannen-meldungen-in-rheinland-pfalz-wegen-sicherheitsluecke-auf-microsoft-exchange-ser/
https://www.datenschutz.rlp.de/de/aktuelles/detail/news/detail/News/vermehrte-datenpannen-meldungen-in-rheinland-pfalz-wegen-sicherheitsluecke-auf-microsoft-exchange-ser/
https://www.lda.bayern.de/media/themen/exchange_security_check_incident_response.pdf
https://www.lda.bayern.de/media/themen/exchange_security_check_incident_response.pdf
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was no data breach which would require 

notification, since no personal data were  

affected (cf. Article 4 No. 12 of the GDPR). 

C) Although the server was compromised and 

personal data were affected, a risk to data 

subjects in accordance with the GDPR can be 

ruled out. Accordingly, there was no data 

breach which would require notification, since 

the incident is unlikely to result in a risk to the 

rights and freedoms of natural persons (cf. 

Article 33 of the GDPR). 

• Notification requirement in accordance with Article 

33 of the GDPR  

D) In the event that a vulnerability existed but an 

adequate check has yet to be performed as to 

the extent to which the server may have been 

compromised, a data breach requiring 

notification should be assumed, since the 

information available to the security 

authorities indicates that vulnerable servers 

were attacked on a massive scale, in some 

cases through automated attacks.  

E) In the event that updates were installed very 

late: a data breach requiring notification should 

be assumed in this case, since the time window 

for a successful attack was sufficiently large. It 

would be unusual for vulnerable servers to 

remain uncompromised for an extended period 

of time while connected to the internet, even 

though the attacks were widely publicized. As 

to whether the incident may pose a high risk, a 

firm statement cannot be made at this time. 

http://www.reuschlaw.de/
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Accordingly, the matter should be investigated 

further and a notification made in accordance 

with Article 33 of the GDPR.  

If it is found that the vulnerable Exchange server was 

compromised: In the vast majority of cases, third parties 

(attackers) potentially had access to systems and services 

relating to the processing of personal data. 

North Rhine-

Westphalia 

Notice of 11 March 2021: 

"Critical vulnerabilities in 

Exchange servers" 

"In the event of a successful attack on an Exchange server, 

controllers should assess the potential harm to the rights 

and freedoms of data subjects, as well as the likelihood that 

personal data have been altered without authorization, 

deleted or stolen, in order to determine whether they are 

required to notify the NRW DPC in accordance with Article 

33(1) of the General Data Protection Regulation. If, for 

example, an intensive examination of the systems finds no 

evidence of a data leak or the manipulation of personal 

data, and if no particularly sensitive data are processed in 

the affected systems, the risk to the rights and freedoms of 

natural persons is generally rather low. In such cases, it is 

enough for the controller to document the breach internally 

pursuant to Article 33(5) of the General Data Protection 

Regulation. If it is found that the risk is not low, the 

competent supervisory authority must be notified pursuant 

to Article 33(1) of the General Data Protection Regulation. 

If it is found that the breach will likely pose a high risk to the 

rights and freedoms of natural persons, it may also be 

necessary to communicate the breach to the data subjects 

in accordance with Article 34 of the General Data 

Protection Regulation."  

Saxony-Anhalt Press release of 11 March 

2021: "State Data Protection 

Commissioner warns about 

"The Commissioner points out that controllers are expected 

to immediately install available security patches in at-risk 

systems in accordance with their duty to ensure the security 

http://www.reuschlaw.de/
https://www.ldi.nrw.de/mainmenu_Aktuelles/Inhalt/Sicherheitsluecken-bei-Microsoft-Exchange-Mail-Servern/Sicherheitsluecken-bei-Microsoft-Exchange-Mail-Servern.html
https://www.ldi.nrw.de/mainmenu_Aktuelles/Inhalt/Sicherheitsluecken-bei-Microsoft-Exchange-Mail-Servern/Sicherheitsluecken-bei-Microsoft-Exchange-Mail-Servern.html
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
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security vulnerabilities in 

Microsoft Exchange mail 

servers and calls for reporting 

of data breaches." 

of their processing activities pursuant to Article 32 of the 

GDPR. 'In view of the high potential for damage, controllers 

should perform an additional check after installing the 

update to determine whether they were too late in taking 

this step and whether harmful code may have already been 

installed. If data breaches are found, the supervisory 

authority is to be notified pursuant to Article 33 of the 

General Data Protection Regulation. An electronic reporting 

form is our available on our website for this purpose. A 

check should also be made to determine whether the 

incident must be communicated to the data subjects as 

well,' said Albert Cohaus, speaking on behalf of the 

Commissioner." 

Hesse Press release of 12 March 

2021: "Immediate action 

required due to vulnerabilities 

in Microsoft Exchange servers" 

"Additional measures are to be taken if successful attacks 

are identified, or if such attacks cannot be ruled out with 

adequate certainty. This includes notification of the 

competent data protection authority pursuant to Article 33 

of the GDPR, regardless of whether an actual data leak can 

be identified." 

Saarland Notice of 12 March 2021: 

"Critical security 

vulnerabilities in Microsoft 

Exchange mail servers" 

"If, after performing a self-check of their Exchange servers, 

operators find evidence that the server may have been 

compromised or that a data leak may have occurred, i.e. of a 

personal data breach, they are required in accordance with 

Article 33 of the General Data Protection Regulation 

(GDPR) to notify the competent data protection authority." 

Saxony Notice of 12 March 2021: 

"Reports of data breaches due 

to security vulnerabilities in 

Microsoft Exchange servers" 

"If the possibility that the Exchange server may have been 

compromised cannot be ruled out after performing a 

professional check using the procedure recommended by 

BSI, the incident in question requires notification in terms of 

Article 33 of the GDPR." 

Thuringia Press release of 15 January 

2021: "TDPC warns about 

"Any data breaches which are found should be reported to 

the TDPC pursuant to Article 33 of the GDPR." 

http://www.reuschlaw.de/
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
https://datenschutz.sachsen-anhalt.de/fileadmin/Bibliothek/Landesaemter/LfD/PDF/binary/Pressemitteilungen/PM_03-2021.pdf
https://datenschutz.hessen.de/pressemitteilungen/unmittelbarer-handlungsbedarf-wegen-schwachstellen-in-microsoft-exchange-server
https://datenschutz.hessen.de/pressemitteilungen/unmittelbarer-handlungsbedarf-wegen-schwachstellen-in-microsoft-exchange-server
https://datenschutz.hessen.de/pressemitteilungen/unmittelbarer-handlungsbedarf-wegen-schwachstellen-in-microsoft-exchange-server
https://www.datenschutz.saarland.de/datenschutz/aktuelles/detail/kritische-sicherheitsluecken-bei-microsoft-exchange-mail-servern
https://www.datenschutz.saarland.de/datenschutz/aktuelles/detail/kritische-sicherheitsluecken-bei-microsoft-exchange-mail-servern
https://www.datenschutz.saarland.de/datenschutz/aktuelles/detail/kritische-sicherheitsluecken-bei-microsoft-exchange-mail-servern
https://www.saechsdsb.de/
https://www.saechsdsb.de/
https://www.saechsdsb.de/
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
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security vulnerabilities in the 

widely used "Microsoft 

Exchange Server" e-mail 

infrastructure: data breaches 

are to be reported 

immediately" 

This list is accurate as of 8:30 PM on 16 March 2021. Authorities which are not mentioned above have not yet 

issued a public statement at this time. Our detailed analysis can be found at www.reuschlaw.de. 
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http://www.reuschlaw.de/
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.tlfdi.de/mam/tlfdi/presse/210315_pm_ms_exchange_mail_server.pdf
https://www.reuschlaw.de/news/hafnium-schwachstellen-bei-exchange-melde-und-benachrichtigungspflichten-nach-der-dsgvo/

